
I. Introduction

According to a 2016 report by Research2Guidance, there are 

currently about 259,000 mobile health (mHealth) apps avail-
able in megastores, such as the AppStore and Google Play 
Store. However, mHealth market development is dominated 
by Europe and the United States with higher contributions 
(over 70%) than those provided by South America [1]. Based 
on app download growth over the last four years, in 2016 
there were approximately 3.2 billion downloads, which was 
7% higher than the number of downloads in 2015. Con-
sequently, statistics support the importance of research on 
mHealth apps and their development to underpin the health 
habits and practices of older adults. 
 mHealth apps are assessed under a benefit–risk framework 
[2]. The benefits of these apps can be assessed by consider-
ing their useful applications in multiple areas, such as infor-
mation technologies for an approximate energy balance [3], 
monitoring daily activity levels (sedentary, moderate, and 
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vigorous) of individuals [4], heart rate monitoring during 
physical activity [5], accessing patient data in real time [6], 
real-time monitoring through the use of a Bluetooth oxim-
eter, monitoring of heart rate and oxygen saturation levels in 
chronic obstructive pulmonary disease (COPD) patient [7], 
and so forth. However, mobile apps must also be considered 
in terms of risks, particularly regarding the security level of 
user data. The main risk is the security vulnerability of user 
data. Another major risk of mHealth apps is the margin of 
error in their results approximation, thus affecting diagnoses 
and clinical tests, among other relevant consequences.
 Analysis of the risks involved in mHealth apps has dem-
onstrated the lack of secure protocols, such as SSL/TLS in 
the transmission of personal and medical data encryption. 
Moreover, validation and security protocols, assessment 
tests, and other quality requirements, are not implemented 
in mHealth apps for mobile platforms [8]. Among data pro-
tection regulations for mobile apps, Open Web Application 
Security Project (OWASP) has identified the ten most im-
portant vulnerabilities [9]; identification of these risks by the 
OWASP Project has reduced cyber-attacks in mHealth apps 
by up to 3%.
 In 2015, an assessment method for mHealth apps was de-
veloped [10]. The iSYScore establishes a reliability analysis 
for mobile apps based on three dimensions: popularity and 
interest, confidence and quality, and finally, usefulness. The 
first dimension deals with user assessment, while the second 
includes professional validation or scientific organization, a 
crucial point focused on mHealth apps. Finally, the third di-
mension includes a social impact statement, confirming that 
research should be conducted with a sample of at least 30 us-
ers, among other key aspects. Determining the effectiveness 
and soundness of mHealth apps may require tools such as 
the iSYScore for validation [10].
 In Colombia, Nunez and Caballero-Uribe [11] showed the 
importance of implementing telemedicine and other infor-
mation technologies. Telemedicine in Colombia is a prom-
ising solution to provide access to remote places, to assist 
people in rural areas, and to provide early diagnoses, among 
other benefits. The Ministry of Information and Communi-
cation Technologies has supported initiatives in the health 
sector as well as in enterprises and universities by develop-
ing multiple technologies. The Universidad Militar Nueva 
Granada, which is implementing such an initiative, has been 
developing mHealth apps in recent years through the Tele-
medicine Research Group (TIGUM) [5]. ‘Activ’ and ‘SMCa’ 
are among the main apps so far developed. Although Activ 
and SMCa offer advantages in comparison with other apps 

developed, no exclusive use factor is evidenced. For users, 
it is essential to use mHealth apps that limit the risks previ-
ously mentioned. 
 Therefore, the primary aim of this study was to evaluate 
the differences between biophysical measurements based on 
standard instruments in comparison to a mobile application 
using controlled experiments to assess its statistical error and 
the limitations of its use. The second aim was to propose a 
model to validate the application of health with older people 
that allows demonstrating that the anthropometric and body 
movement differences are not enough to personalize mobile 
health applications and another variable is necessary, such as 
the age of the subject.

II. Methods

The study protocol was reviewed and approved by the Ethi-
cal Committee of the Universidad Militar Nueva Granada 
(UMNG), Bogota, Colombia (No. ING-2108/2365). The 
subjects signed an informed consent, and they were trained 
about their personal risk in relation to the protocol test. 
 A total of 50 elderly subjects participated in this study. The 
tests were conducted in a sports research center with special-
ists in physical activity. Such tests were conducted during a 
30-day period with both Activ and SMCa mobile apps (Table 
1).
 For analysis and validation a mixed-effects line model us-
ing the programming language R was employed. This sta-
tistical analysis allows a comparison of measured data with 
theoretical models (patterns). 

1. Telehealth Center
A telehealth center was designed to centralize the informa-
tion of multiple nodes: mobile applications, biomedical 
sensors, web applications, and so forth. Figure 1 shows the 
telehealth center and its key components. 

Table 1. Characteristics of the whole sample

Variable Woman (n = 24) Man (n = 26)

Age (yr) 63 ± 3 63 ± 2
BMI (kg/m2) 25 ± 2 24 ± 2
Athlete
   Yes 16 20
   No 8 6

Values are presented as mean ± standard deviation.
BMI: body mass index.
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2. Activ Application
Activ acquires patient data during their physical activity to 
calculate wear and tear (kcal). This app works through a 
three-axis accelerometer in the mobile device. The physical 
activity level is assessed by calculating the magnitude of the 
acceleration vector for each axis. Physical activity was re-
corded by a per-minute counting system using the metabolic 
equivalent (MET) to identify user activity intensity levels 
[12]. Activ calculates five physical level states: sedentary, 
mild, moderate, vigorous, and intense.
 A Life Fitness 95Ti Treadmill (LF95 Integrity Treadmill; 
Life Fitness Inc., Rosemont, IL, USA) was selected for the 
comparison of collected signal records by Activ. The LF95 
Integrity Treadmill includes Lifepulse, which is a heart rate 
monitoring sensor compatible with Polar telemetry. It also 
calculates total calories burned throughout the day or dur-
ing certain time periods while engaging in physical activity 
using the main personal data recorded (body mass). Addi-
tionally, certain adjustments are made using a mobile device 
support in the center of body mass.
 Activ’s calibration was based on two main goals. The first 
was to personalize the mobile app through a user data vali-
dation process. Such a validation guarantees that personal 
data (age, gender, body mass, height, ethnic group, etc.) are 
confirmed for users’ future diagnoses. The mobile app stores 
previously recorded physical activity data in its internal 
memory. To overcome this limitation, the mobile app was 
connected with the telehealth center at UMNG. The sec-

ond goal was to create a constant record of calories burned, 
which would be calibrated in accordance with specialized 
equipment.
 The user’s body mass and height are essential for Activ’s 
calibration. According to Brooks et al. [13], Activ is calibrat-
ed to determine calories burned as follows:

GEA [kcal/min] = (0,000094 × contagens ∙ min–1) +  
    (0,1346 × peso) – 7,37418        (1)

 For the first goal, Activ adjusts the body mass and height 
data previously stored in the database for each user. To ob-
tain accurate values of the app’s functioning, personal data 
must be updated every 2 weeks. For the second goal, calorie 
consumption data collection was calibrated every 60 sec-
onds. This consumption was formerly obtained by deducing 
the calories burned during the previous minute, thus creat-
ing some imbalance in the real value for calories burned by 
the user.

3. SMCa Application
The SMCa mobile app was designed to record heart rate 
signal frequency using a heart rate telemetry strap. The app 
monitors strap signals via Bluetooth. Zephyr is the estab-
lished communication protocol, including optimal heart rate 
(status) based on ranges already established during high-
performance tests, daily activities (walking, baseline condi-
tion), jogging tests, and so on. Status is shown as normal, 
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Figure 1.  Telehealth center and its 
key components at Uni-
versidad Militar Nueva 
Granada (UMNG).
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warm-up, fat burning, cardio, and intense. Zephyr HxM BT 
was the strap selected for the tests. This strap monitors heart 
rate, calories burned, steps, speed, and distance.
 Finally, a mobile phone was used to conduct the tests. Cali-
bration and programming was carried out for the Android 
operating system. This equipment included a Snapdragon S4 
Pro dual-core processor, a 16 GB internal memory, and an 
accelerometer sensor using Bluetooth v4.0 LE technology.
 SMCa’s calibration also included the first goal of Activ’s 
calibration. For the second goal, it was necessary to acquire 
signals correctly from any band over Bluetooth technol-
ogy. The first SMCa version recorded data up to 127 beats 
per minute, but beyond that rate, the app failed and did not 
record any heart rate entry. This programming issue results 
from the protocol used to connect the cardiac strap and the 
mobile device. The protocol uses a frequency storage ar-
rangement of up to 8 bits, i.e., 2N bits – 1, 255 arrangement 
settings. However, the cardiac strap records data through a 
converted binary system to be processed. This binary sys-
tem is programmed via Java using a programming method 
known as two’s complement (see equation below):

C N = 2n – N (2)2

 Two’s complement calculations are carried out using logic 
valves to determine its decimal system equivalent. Hence, 
128 positive bits result along with their complement (–127 
negative bits). Storage arrangement changes were made to 
carry out binary-to-decimal conversion to 9 bits.
 Changing the maximum heart rate formula was another 
adjustment made, which was suggested by specialized staff at 
the physical performance center:

Fmáx = 220 – edad (3)

 Although it is globally used as a basic formula, it lacks pre-
cision and proper maximum heart rate measuring standards 
for multiple users: athletic, average physical activity, seden-
tary, and so forth. Also, the previous formula did not include 
gender distinction. This study used equation (4) for greater 
precision [14]:

Fmax Men = 210 – age – (0.11x weight kg) + 4
Fmax Women = 210 – age – (0.11x weight kg) (4)

III. Results

The results were analyzed from two standpoints. First, we 
compared the acquired values of each record obtained by 
mobile apps and specialized equipment. Second, we con-
ducted a predictive analysis of users’ capabilities and limita-
tions with respect to their records and performance. 
 Figure 2 shows that there was no significant shift between 
the mixed data of the specialized equipment and the SMCa 
app, so the symmetry and dispersion showed similar behav-
ior.
 The heart rate (beat per minute) was measured at vari-
ous stages of physical activity. No heart beats were acquired 
from minutes 5 to 11 due to user’s movement to hold on to 
the equipment. Figure 3 shows minor value deviations dur-
ing the first minute while the participants were warming 
up. There are differences in the averages of values analyzed 
arising from users with huge body mass or age disparities. 
Thus, the correlation between the specialized equipment and 
SMCa app can be observed and analyzed, showing a direct 
relationship and a useful fit between the two measurements.
 Minute 11 after physical activity top speed was considered 
to analyze each patient’s physical conditioning level. Heart 
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Figure 2. Box plot comparison between specialized equipment 
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beats per minute in individuals who regularly perform phys-
ical activity constantly decrease, while those of sedentary in-
dividuals abruptly decrease. However, such in-depth analysis 
is beyond the scope of this study. As clearly observed, the 
average for minute 12 constantly decreases, thus validating 
the fact that the volunteers were active people. As seen in the 
comparison between heart rates (beats per minute) obtained 
by the fitness equipment and the SMCa mobile app, both 
showed similar values. Figure 4 shows the statistical results 
obtained when a linear model was applied.
 These result verify that the correlation between the mea-
surements obtained by the specialized equipment and the 
SMCa app was 95%.
 Activ validates the theoretical and practical values obtained 
by the fitness equipment and those acquired by the mobile 

equipment. All of the tests were flawed in their value acquisi-
tion for logistics reasons during specific minutes in random 
mode. Consequently, values per minute were grouped into 
five subcategories to calculate a correlation in (5) [15,16]:

  

 


22 )()(

))((
)2,1(

ymedyxmedx

ymedyxmedx
MMCorr  

 

            (5)

 Furthermore, Figure 5 shows a box plot of the Activ app. It 
was found that there was no significant discrepancy between 
the mixed data of the specialized equipment and the Activ 
app, so the symmetry and dispersion showed a similar be-
havior.
 Also, as seen in Figure 6, an analysis of the correlation be-
tween the results obtained by the specialized equipment and 
the Activ application showed that there was a direct relation-
ship and a useful fit between the two sets of measurements.
 Figure 7 shows the statistical results obtained when the lin-
ear model was applied:
 Thus, the result verified that the correlation between the 
measurements obtained by the specialized equipment and 
the Activ app was 95%.

>### Using Normal Model
>normreg< gamlss(Beats Group+Gender+Time, family=NO())
GAMLSS RS iteration 1: Global Deviance = 2913.559
Estimate Std. Error t value Pr(>|t|)

(Intercept) 2.62767 0.03727 70.51<2e 16***
Global Deviance: 2913.559
Filliben correlation coefficient = 0.997827
>Rsq(normreg)
[1] 0.9570095

Figure 4. Statistical results of specialized equipment and SMCa 
app.
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>Using Normal Model
>normreg< gamlss(Kilocalories burned~Group+Gender+Time+Ind, family=NO())
GAMLSS-RS iteration 1: Global Deviance = 3282.691
Estimate Std. error t value Pr(>|t|)
(Intercept) 3.8547 0.9918 3.887 0.00011 ***
GroupTreadmill 0.5944 0.5122 1.161 0.246171
GenderM 2.9585 0.5122 5.776 1.11e 08 ***
Global Deviance: 3282.691
Filliben correlation coefficient = 0.9622909
> Rsq(normreg)
[1] 0.953113

Figure 7.  Statistical results of spe-
cialized equipment and 
Activ app.

Figure 5. Box plot comparison between specialized equipment 
and Activ app.
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IV. Discussion

The ActivityAware app measures the user’s daily activity lev-
els (sedentary, moderate, and vigorous), and it was previous-
ly used to implement a model to detect the level of activity of 
14 subjects [4]. In this study, the sample was 50 subjects, and 
level of physical activity was measured in METs with 96% ac-
curacy. The specified conditions of the model analyzed were 
age, body mass index, and gender.
 The Exercit@rt app is used to conduct real-time monitor-
ing of patients with COPD. Its usability has been qualita-
tively validated based on 6 activities with 10 patients [7] 
and with 94 patients to measure facility use [17]. Our study 
emphasized statistical validation supported by experiments 
approved by the ethics committee with reproducible results.
 In this study, the apps were developed for implementation 
with Android. Likewise, a study of Gregoski et al. [18] devel-
oped an app to measure heart rate with Android; validation 
with 14 subjects using Bland–Altman plots for all possible 
pairs of devices across all conditions assessed agreement to 
reach 95% of the data points (differences between devices) 
within the limits of the agreement. In our work, we also 
achieved 95%, but with a sample of 50 elderly subjects. 
 The main contribution from the validation of Activ and 
SMCa mHealth apps confirms a higher precision level to cal-
culate calories burned and heart rate. It is ideal to properly 
interconnect Activ and SMCa mHealth apps with a central 
node to capture data in real settings to analyze each patient’s 
physical activity development. However, this analysis is 
nowadays conducted in a less efficient way. Results obtained 
by both apps can be added to electronic health records to be 
related to disease information and current or future predic-
tion of diseases in elderly people.
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