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Exploiting the Vulnerability
of Deep Learning-Based
Artificial Intelligence
Models in Medical Imaging:
Adversarial Attacks
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Due to rapid developments in the deep learning model, artificial intelligence (Al) models are ex-
pected to enhance clinical diagnostic ability and work efficiency by assisting physicians. There-
fore, many hospitals and private companies are competing to develop Al-based automatic diag-
nostic systems using medical images. In the near future, many deep learning-based automatic
diagnostic systems would be used clinically. However, the possibility of adversarial attacks ex-
ploiting certain vulnerabilities of the deep learning algorithm is a major obstacle to deploying
deep learning-based systems in clinical practice. In this paper, we will examine in detail the kinds
of principles and methods of adversarial attacks that can be made to deep learning models deal-
ing with medical images, the problems that can arise, and the preventive measures that can be
taken against them.
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A Zo]oFzrokA 2] (Ministry of Food and Drug Safety)ollA1= Hald 7]4ke] CAD A A&lo] gt
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Fig. 1. An example of adversarial at-
tack. A minimal perturbation added
to an original image is able to cause a
classifier to misclassify a panda as a
gibbon. Adapted from Goodfellow et . ol bon”
al'. arkiv pre.pr.lnt 2014arXiv:1412.6572, 57.7% cac:]nf?dence o 99.3% Iconclzir(]jence
with permission of IEEE (28).
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Fig. 2. Examples of adversarial attack on various deep learning models with “universal adversarial perturba-
tions”. Due to subtle perturbations added to the original images, the networks predicted wrong labels with
high confidence. Adapted from Moosavi-Dezfooli et al. In Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition. Piscataway: I[EEE 2017:1765-1773, with permission of IEEE (19).
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Table 1. Adversarial Attack and Defense Methods

References

Attack

FGSM, Goodfellow et al. (28), L-BFGS, Szegedy et al. (18),
BIM & ILCM, Kurakin et al. (22), JSMA, Papernot et al. (30),
C&W attacks, Carlini et al. (33),
DeepFool, Moosavi-Dezfooli et al. (29),
Universal Perturbations, Moosavi-Dezfooli et al. (19),
NewtonFool, Jang et al. (31)

One-pixel, Su et al. (54), UPSET & ANGRI, Sarkar et al. (55),
Substitute Model Training, Papernot et al. (56)

White box

Black box

Defense
Buckman et al. (51), Papernot et al. (20), Zantedeschi et al. (52),
Lyu et al. (45), Nguyen et al. (46)
Adversarial training Szegedy et al. (18), Goodfellow et al. (28), Sun et al. (53)
BIM & ILCM = Basic iterative method and iterative least-likely class method, C&W = Carlini and Wagner, FGSM =
Fast Gradient Sign Method, JSMA = Jacobian-based Saliency Map Attack, L-BFGS = Limited-memory Broy-

den-Fletcher-Goldfarb-Shanno, UPSET and ANGRI = Universal Perturbations for Steering to Exact Targets
and Antagonistic Network for Generating Rogue Images

Gradient masking

Method (°]5} FGSM) W2 £418k5 37HA]7]+= perturbations J/dol F7tsto] 2th4] =
A gk Wiolo). galelEe] T o & Qe 34 AdE-E-2 W o Th(ImageNet H[o]

E12 55 HIES]F0l thsl 63~69%).
Xadv =X+ ESigﬂ [V X](X, ytrue)]

One-Step Target Class Methods
FGSM2| tha 18] 5 %9 shuz, 243248 5t22 Targeted FGSM {0 2= Btk
& £ 2|0l Yure©ll £ 7Hsdo] A2 ofwgt on| =] Xof| taiA] 21 o|n|R]7F 7 2] &
£3 28 D (Ve | X)S ZOHSFSH= WFO 2 perturbations F7FsHs S-S X3¥stA] Hrt
AFsHA] 7L 5] labido] glo] Hol= glolER eQlstes BH3A S 43T 4= 9lon

O X
2
2, Hoja] 32o] o3t Ane Ao 4 Ut FaeSolck(22),

Xadv =Y - esign [VxJ(X, Ytarget>]

DeepFool

Moosavi-Dezfooli -5-(29)°] 2016\ A|QFst dare] 50 2 8. e Fo]7| ujlFol tha &
A%t Jacobian-Based Saliency Map Attack ¥ale] S H = 955] W21, FGSM ¢al2jEE
ot X*ﬂ}om wji2ol 9851 E_HTH E4 YU IRAE AN AR HHEZ 0 2 M3}
(el Y ERIENA EAFHrol Hohs FAIHE S Lokl ZARRH, o] AE AP A<
shchs —a,;'g dlo] 22 Ans Wekshes o sk 435 perturbationo] 2-8%= 7o},
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Ae 2 0 & ol “X 4399 perturbationS U=HE}E 27737 (decision boundary)=

Jacobian-Based Saliency Map Attack (JSMA)

Papernot 5-(30)°] 3F43-49] shtz #|Qtst dare]Eolot. "ald shgEEo] A /ol
tisll &7 Aahs wshs ol )lo] = F/gellA olw B4 FiEE0] Fa5HA 9= 1l
5 Uehd dFo] o] (attention map)<! saliency mapS gradient 7|RFo2 /g
EO2 =] J/dollA oj= FE-Eof tis 2l4aghe] 2745 7hehH k= gloj&2 & ZHlo]
LAESHeE She Zlo] 7Hs A& ek {Riolth

NewtonFool

Jang 5(31)0] AHQFet HH O = A Q] JAfollA] Bha Tel=
+ Shaieh R 2 o o] Eell =2 FER &o1A = A E wH Il FS ol 2=
oot o] duE|F e SEREe] 2 AE Hekehs o] =3k 4%k perturbations
Mt 2 2Esi)

o|z EMof|lAe] HiX 2

Held SR A2 WA 4 9l Aeha] Ak} ofe) 7h WO Y 4 S
2 olzxow elsigirty, arke il AA|Z stae Held mdo] o HER, o ¢
Yo Aoy F7o] 7HsehA Algs) B Zlolck Be AASo] AH&FY A5ate g 5
A A4 A 2dol] chek Ao 320) A% 7Hs gt 7R 1Rl tis =ofsigick(32-34). 2]
U of2t) ofst EAlol 188 el st AlARlo] et Hojd 340) 7Hs e £85] ol
A) 25+ gefol ot

Taghanaki -5(35)2 Chest X-ray 14 Hlo|EJAl-E o] 85t g5 XA GAdoll FF3to] 107H4] 9] &
A 34 RS 58 geld Ssrdo] FHode A lohl BIAERT 5 XA /el 4]
=

=
|9 7127] 7|9ke] Hofd FA 50| e AdaAolats AS HolElrt v Sk Thel 2
Fe] WIZE AlEdhe dae|5oR2e Aol AaotA] ZRTHYEH QI RGB F/doll= 255
£ o2 delA o). =g CNN 2] Z7(pooling) 2Hgol| thidh A& Xz 54 wFo]
ot %9413]% *é% Xﬁ%i%é‘ﬁaﬂl, Axo] B4 FEfol tfsh 342 ebds] Auffete= v

FE XA G942 0|83 7]&(pneunothorax), 94 Jd2 0]-835F S5k o|Ake] Fi/dgulH

[o2Ne)
Z(diabetic retinopathy), T} 342 o]- &3+ 2Hd EAF (melanoma) 5of| thst Z4zke] 15 %
o S5 VIEY TS /d5te] Aotk /3491 o] EjAllof| A area under a receiver operat-
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Fig. 3. Examples of quantitative results of an adversarial attack on medical image (36). Each original image (upper) well-classified with high
confidence (green = model is correct) for the given diagnosis was misclassified after noise added to its corresponding original image (lower)
with high confidence (red = model is incorrect). Adapted from Finlayson et al. arXiv preprint 2018;arXiv:1804.05296, with permission of IEEE (36).
DR = diabetic retinopathy
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Fig. 4. A schematic representation of the proposed algorithm for identifying vulnerable locations in elec-
tronic medical records (40). Medical records generated by adversarial attacks can be used to derive a sus-
ceptibility score distribution of the medical records. Adapted from Sun et al. In Proceedings of the 24th ACM
SIGKDD International Conference on Knowledge Discovery & Data Mining. New York: ACM 2018:855-868,
with permission of ACM (40).
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