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Telemedicine is a critical infrastructure that directly affects people’s lives. In this vein, the government announcement
of the introduction of a telemedicine service has caused controversy among the government and medical institutions
over the safety of the service. Before the introduction of the telemedicine service, its technical safety and effectiveness
should be validated. The telemedicine system should be supported by proper policies to ensure a secure, continuous
service. To this end, we have conducted research to derive the security requirements from domestic and foreign standards
and laws relating to telemedicine and information security. Based on the derived requirements, we have developed a
security standard for telemedicine that facilitates the objective assessment of the security of the telemedicine service.
Furthermore, we have analyzed the vulnerabilities of telemedicine devices through penetration tests. Finally, using a risk
analysis method, we have created risk scenarios that might occur in the provision of telemedicine services, and have
calculated risk levels and expected loss for each scenario. We expect that the results of this research will be a basis for
ensuring a sufficient budget and staff for the safety of telemedicine, and for establishing relevant policies.
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Figure 1. Composing of the technical safety assessment system for Korean telemedicine system.

Table 1. Comparison of IEC/ISO 27001 for information security management
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Researching on domestic and foreign Technical safety assessment
standards and laws relating to telemedicine standard for telemedicine
and information security

Deriving security controls in the form Vulnerability analysis of telemedicine device
of checklist

llnput

Deriving vulnerabilities

Technical safety assessment

standard for telemedicine of telemedicine device
Figure 2. A process to develop technical safety assessment standard for tele- Figure 3. A process to analyze vulnerabilities of telemedicine device.
medicine.
o Application
Table 2. Categorization of standards and laws (Android 5.1)
Category Law and standard
ISO International ISO/IEC 27001, ISO/IEC 27002, 1SO 27799,
standard ISO/TS 13131 [18]
Telemedicine guideline  ACRRM TeleHealth Advisory Committee —
by foreign Standards Framework [19], Practice Guidelines “ pairing 1 * %
for Video-Based online Mental Health Service bationt e
[20], Core Operational Guidelines for Telehealth 1 Bluetooth Web server and
Services Involving Provider-Patient Interactions v database

[21], Good Medical Practice: A Code of Conduct
of Doctors in Australia [22], ISO/TS 13131

2

The laws and HIPAA, NIST 800-66 ‘
standards relating to
healthcare in the US

The laws and K-ISMS, Medical Service Act, Personal Information
standards in Korea Protection Act, The standard for security
measure of personal information [23], Act on
Promotion of Information and Communications

Bluetooth blood
pressure monitor

Figure 4. Vulnerability analysis diagram of telemedicine device.
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IEC/ISO 27001

A.5 | Information security policies

Information security policies

K-ISMS The structure of the assessment standard
for telemedicine service (health care)

A.6 | Organization of information security

A.7 | Human resource security

Organization of information security

1 Information security policies

A.8 | Asset management

A.9 | Access control

1
2
3 | Security of External Parties
4

Information asset classification

Education and training on

2 | Organization of information security

A.10 | Cryptography

A.11 | Physical and environmental security

information security

3 Human resource security
Personnel security

A.12 | Operations security

A.13 | Communications security

Physical security 4 Asset management

A.14 | System acquisition, development and maintenance

A.15 | Supplier relationships

6
7
8 | System development security
9

Cryptography control 5 | Access control

10 | Access control

A.16 | Information security incident management

A7 Information security aspects of business

11 | Operations security 6 | Cryptography

continuity management

A.18 | Compliance

12 | Intrusion incident handling

13 | IT disaster recovery planning 7 Physical security

1SO 27799

8 | Operations security

7.2 Information security policies

7.3 Organization of information security

SP800-66 HIPAA Security 9 | Communications security

7.4 | Asset management

§164.308 | Administrative safeguards
§164.310 | Physical safeguards

10 | System acquisition, development and maintenance

7.5 | Human resource security

7.6 Physical and environmental security

§164.312 | Technical safeguards 1
§164.314 | Organizational

Information security incident management

7.7 Communications and operations management

7.8 | Access control

Policies and procedure and 12

§164.316| i cumentation requirements

continuity management

Information security aspects of business

Information systems acquisition, development
and maintenance

7.10 | Information security incident management

13 | Compliance

Information security aspects of business
continuity management

Figure 7. The mapping for healthcare field for assessment standard.
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AHPRA
1.1 | Informing the patient about telehealth

1.2 | Seeking patient consent

1.3 | Selecting appropriate patients for telehealth

1.4 | Using telehealth in delivering care

1.5 | Skills of practitioners

1SO 13131

6.3 | Orientation on telehealth

6.4 | Intake for telehealth

Care delivery by means

6.5 of telehealth

1.6 | Evaluating the use of telehealth

2.1 | Adequate performance

The structure of the assessment standard
for telemedicine service (telemedicine)

6.6 | Quality aspects

Figure 8. The mapping for telemedicine field for assessment standard.
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Table 3. Leaked scenario
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