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Objectives: The information security management systems (ISMS) of 5 hospitals with more than 500 beds were evaluated
with regards to the level of information security, management, and physical and technical aspects so that we might make
recommendations on information security and security countermeasures which meet both international standards and the
needs of individual hospitals. Methods: The ISMS check-list derived from international/domestic standards was distributed
to each hospital to complete and the staff of each hospital was interviewed. Information Security Indicator and Information
Security Values were used to estimate the present security levels and evaluate the application of each hospital’s current sys-
tem. Results: With regard to the moderate clause of the ISMS, the hospitals were determined to be in compliance. The most
vulnerable clause was asset management, in particular, information asset classification guidelines. The clauses of information
security incident management and business continuity management were deemed necessary for the establishment of success-
ful ISMS. Conclusions: The level of current ISMS in the hospitals evaluated was determined to be insufficient. Establishment
of adequate ISMS is necessary to ensure patient privacy and the safe use of medical records for various purposes. Implemen-
tation of ISMS which meet international standards with a long-term and comprehensive perspective is of prime importance.
To reflect the requirements of the varied interests of medical staft, consumers, and institutions, the establishment of political
support is essential to create suitable hospital ISMS.
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any other institutions [2]. The actions for personal health
information protection are very important to both hospitals
and patients. To ensure the confidentiality of medical infor-
mation is a fundamental condition for continuity of medi-
cal practice. So, hospitals should show reliability to patients
that hospitals collect, use, disclose, and store personal health
information safely according to the rules, regulations and
medical laws [3]. Domestic hospitals protect personal health
information through the 'Medical Service Act', "The Act on
the Protection of Personal Information Maintained by Pub-
lic Institutions', and "The Act on Promotion of Information
and Communications Network Utilization and Information
Protection’, etc. However it is applicable only for some medi-
cal service staffs and it does not cover all staffs using medical
information systems in hospitals. Also, it is not sufficient to
meet the public requests of information protection.

To meet requirements of information security, hospitals
should build up and implement the Information Security
Management System (ISMS). It ensures the stability and
reliability of information assets in hospitals and guarantees
confidentiality, integrity and availability of medical infor-
mation [4-7]. However, there is an absence of standardized
ISMS which reflects the characteristics of medical service, so
it is difficult to apply existed ISMS to medical information
system. There could be serious risks related to information
security and damage to both medical centers and patients.
Therefore standards in a national level related to personal
health information protection and security is needed to es-
tablish security in hospitals immediately.

In this paper, we recommend the standards on personal
health information protection and security countermeasures

1.1.1 Medical information security policy document
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which is fit for international standards and the needs of hos-
pitals after investigating the ISMS of 5 hospitals which con-
tain over 500 beds, based on present laws and guidelines for
information security management in physical and technical
aspects.

Il. Methods

For the study, five hospitals which contained over 500 beds
were investigated, that is, two public hospitals and three pri-
vate hospitals. Three of them used electronic medical record
systems, and the other two hospitals used hybrid medical
record systems.

Check-lists to investigate the ISMS were designed accord-
ing to international standards ISO/IEC 27001; 17799, JIS Q
15001 in Japan and the ISMS presented by the Korean Inter-
net & Security Agency in Korea [4-7].

The check-lists were distributed to each hospitals to fill in,
we interviewed the staffs directly according to the check-list
terms.

Table 1. Information security indicator

Weight (score) Yes Partial No
High (3) 3 2orl 0
Medium (2) 2 1
Low (1) 1 1

Information Security Indicator (ISI) = value of weight x value of
result; Information Security Value (ISV) = average index of ISI

in a detailed category.

An information security policy
document should be approved by
management, and published and 7
communicated to all employees and
relevant external parties.

1) A definition of information security,
its overall objectives and scope and 2
the importance of security as an

2) A statement of management intent,
supporting the goals and principles of 1
information security in line with the

3) The information security policy
reviewed by related department

3) Reviewed information security policy
approved by owner

Figure 1. Check list sample.
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Each check list term and category assessed 3 answers which
were 'Yes', Partial’, and 'No' to estimate the Information Se-
curity Indicator (ISI) and Information Security Values (ISV)
(Table 1). Weight such as 'High', 'Medium', or 'Low' shows
the importance of a detailed category, and 'Yes', 'Partial,
or 'No' show how much they keep a detailed category. To
understand realistic and practical views on information se-
curity, the plan for application was checked in applicability,
application schedule (Yes/No) and expenditure terms (Figure

1).

I1l. Results

1. The Medical Information Security Policy
Hospitals should equip detailed information security policy
and review it regularly to support for information security.

Table 2. Medical information security policy

Analysis of ISMS

As shown in Table 2, the average percentage of scores for the
medical information security policy, control for information
security policy documents, and information security policy
maintenance and management was 53.5%, 60.0%, and 35.6%
respectively. Though there were basic policy documents of
information security policies required by assessments of
medical institutions, there were not detailed information se-
curity policy documents.

2. The Organization of Information Security

To manage ISMS in hospitals, the organizations with as-
signed roles and responsibilities are needed for information
security and co-ordinate each other. Table 3 showed the
average percentage of scores for the organization of informa-
tion security, control for internal organizations, and external

parties which were 63.0%, 57.7%, and 69.2% respectively.

Control Score A B C D E Average (%)
Medical information security policy 34 14 27 26 19 5 53.5
Information security policy document 25 14 20 20 16 5 60.0
Policy approval 7 6 5 5 6 0 62.9
Policy system 14 4 11 11 6 3 50.0
Policy publish and notice 4 4 4 4 4 2 90.0
Information security policy maintenance and management 0 7 3 0 35.6
Review and evaluation 0 7 3 0 35.6
Table 3. Organization of information security
Control Score A B C D E Average (%)
Organization of information security 81 40 62 54 25 74 63.0
Internal organization 44 19 37 27 4 40 577
Management commitment to information security 7 4 5 5 0 5 54.3
Information security co-ordination 7 0 4 4 2 7 48.6
Allocation of information security responsibilities 9 8 8 3 0 9 62.2
Authorization process for information processing facilities 6 2 6 6 2 6 73.3
Confidentiality agreements 5 4 4 4 0 4 64.0
Contact with authorities 4 1 4 4 0 4 65.0
Contact with special interest groups 2 0 2 1 0 1 40.0
Independent review of information security 4 0 4 0 0 4 40.0
External parties 37 21 25 27 21 34 69.2
Identification of risks related to external parties 6 4 1 4 4 6 63.3
Addressing security when dealing with customers 10 10 9 10 72.0
Addressing security in third party agreements 13 5 9 10 11 13 73.9
Third party security management 8 2 6 6 6 5 62.5
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The level of sub-control for contact with special interest
groups and independent review of information security was
low (40.0%). Only 1 hospital had organization and personnel
in charge of information security. Though there was a dual
role for information security without exclusive charge, there
were no regulations for responsibilities and roles in hospitals.
In matters of the external parties’ security, sub-control for
third party security management and identification of risks
related to external parties. It was found to be insufficient. 1
hospital did not address security with customers.

3. Asset Management
To control and maintain protection of the information asset,

Table 4. Asset management

HIR

information asset classification which is a basic for identify-
ing information assets and evaluating risks is needed. The
average percentage of scores for asset management, control
for responsibility for assets, and information classification
were 32.7%, 31.6%, and 34.3% respectively. Asset manage-
ment was analyzed to be the most vulnerable clause in the
ISMS. There were little classification guidelines which was
a base for establishment of countermeasures for informa-
tion security management in hospitals. It was insufficient in
making and managing the inventory of assets in hospitals.
Ownerships of assets were the most inadequate among sub-
controls in asset management, 4 hospitals got 0 points out of
4 in the ownership of assets clause. There were no designated

Control Score A B C D E Average (%)
Asset management 33 4 17 6 17 10 32.7
Responsibility for assets 19 3 11 1 10 5 31.6
Inventory of assets 13 3 6 0 8 4 323
Ownership of assets 4 0 3 0 0 0 15.0
Acceptable use of assets 0 2 1 2 1 60.0
Information classification 14 1 6 5 7 5 343
Classification guidelines 7 0 0 2 7 0 25.7
Information labeling and handling 7 1 6 3 0 5 429

Table 5. Human resources security

Control Score A B C D E Average (%)
Human resources security 76 52 54 41 54 34 61.8
Prior to employment 19 7 12 12 10 9 52.6
Roles and responsibilities 8 1 5 6 4 2 45.0
Screening 5 5 5 5 7 77.1
Terms and conditions of employment 4 1 2 1 1 0 25.0
During employment 13 12 9 13 10 3 72.3
Management responsibilities 6 3 4 0 57.1
Disciplinary process 6 6 6 6 3 90.0
Termination or change of employment 23 15 20 16 18 11 69.6
Termination or change of employment procedure 5 0 2 0 0 3 20.0
Return of assets 10 7 10 8 10 3 76.0
Removal of access rights 8 8 8 8 8 5 92.5
Information security education and training 21 18 13 0 16 11 55.2
Education and training plan 5 5 4 0 5 4 72.0
Education and training target 5 4 3 0 5 3 60.0
Education and training contents 6 5 4 0 4 4 56.7
Education and training evaluation 5 4 2 0 2 0 32.0
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asset managers. Only 1 hospital had ownership of assets. The
level of classification guidelines, information labeling and
handling was insufficient as shown in Table 4.

4. Human Resources Security

People involved in hospitals such as employees, contractors
and third party user should understand the responsibili-
ties of information protection, and hospitals should set up
procedures of termination or change of employment, and
the education and evaluation schedules to train all staff. The
average percentage of scores for human resources security
was 61.8% as shown in Table 5, among the controls, "prior
to employment' received the lowest score (52.8%). Checking
consideration prior to employment, screening policy was
implemented moderately (77.1%), but sub-control for roles
and responsibilities, terms and conditions for employment
were not at a high level. In case of termination or change of
employment, 4 hospitals fulfilled the sub-control for return
of assets and removal of access rights, but there were few
standard procedures of termination or change of employ-
ment. Information security education and training plans
were established in 4 hospitals, but no detailed target and
contents. Some hospitals implemented information security
education and training, which was not based on a specific
plan.

Table 6. Physical and environmental security

Analysis of ISMS

5. Physical and Environmental Security

To avoid inappropriate physical access, secure areas should
be defined and specified, and disposal and re-use of equip-
ment, removal of property, and security of equipment off-
premises should be prescribed. The average percentage of
score for physical and environmental security, control for
secure areas, and equipment security was 69.1%, 52.8%, and
82.2% respectively as shown in Table 6. The Sub-control for
physical security perimeter and physical entry controls re-
ceived under half score (50%). There were no entry logs of
offices, even in the data processing department with concen-
trated information assets. Public access, and delivery showed
to be the most vulnerable among sub-controls (23.3%). The
level of equipment security was relatively higher than other
controls and cabling security was managed well in the 5
hospitals. But equipment that could contain personal health
information was disposed and re-used inappropriately.

6. The Communications and Operations Management

To ensure secure operation of medical information system,
countermeasures and operating procedure should be estab-
lished in accordance to information technology trends such
as mobile codes. The average percentage of scores for the
communications and operations management was 62.1% as
shown in Table 7. The most vulnerable control was the third
party service delivery which showed 35.8%. Information
back-up was at a moderate level, but monitoring, media han-

Control Score A B C D E Average (%)
Physical and environmental security 81 41 67 65 47 60 69.1
Secure areas 36 8 26 24 15 22 52.8
Physical security perimeter 9 1 7 6 2 6 48.9
Physical entry controls 9 0 8 4 2 5 422
Securing offices, rooms and facilities 3 0 2 3 2 2 60.0
Protecting against external and environmental threats 5 5 4 5 5 4 92.0
Working in secure areas 4 2 4 3 3 3 75.0
Public access, delivery and loading areas 6 0 1 3 1 2 23.3
Equipment security 45 33 41 41 32 38 82.2
Equipment siting and protection 8 6 8 8 6 6 85.0
Supporting utilities 11 11 10 11 9 11 94.6
Cabling security 6 6 5 6 4 4 100.0
Equipment maintenance 4 3 4 4 4 4 95.0
Security of equipment off-premises 5 4 3 3 3 3 64.0
Secure disposal or re-use of equipment 5 3 5 3 3 3 68.0
Removal of property 7 0 6 6 3 7 62.9
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Table 7. Communications and operations management

Control Score A B C D E Average (%)
Communications and operations management 222 130 132 171 88 168 62.1
Operational procedures and responsibilities 34 25 25 28 14 24 68.2
Documented operating procedures 8 7 7 7 5 5 77.5
Change management 12 11 10 9 2 7 65.0
Segregation of duties 3 2 0 3 3 3 73.3
Separation of development, test and operational facilities 11 5 8 9 4 9 63.6
Third party service delivery management 19 7 3 13 0 11 35.8
Service delivery 3 0 3 3 0 0 40.0
Monitoring and review of third party services 7 0 0 3 0 4 20.0
Managing changes to third party services 9 7 0 7 0 7 46.7
System planning and acceptance 21 21 19 19 8 20 82.9
Capacity management 9 9 9 7 8 8 91.1
System acceptance 12 12 10 12 0 12 76.7
Protection against malicious and mobile code 14 9 5 10 9 10 61.4
Controls against malicious code 14 9 5 10 9 10 61.4
Back-up 11 9 9 9 8 9 80.0
Information back-up 11 9 9 9 8 9 80.0
Network security management 13 0 8 11 8 13 61.5
Network controls 7 0 4 7 2 7 57.1
Security of network services 6 0 4 4 6 6 66.7
Media handling 32 17 27 24 3 25 60.0
Management of removable media 9 0 5 4 0 40.0
Disposal of media 9 7 6 0 60.0
Information handling procedures 12 9 13 12 3 6 71.7
Security of system documentation 2 1 3 3 0 1 80.0
Exchange of information 44 30 20 39 13 40 64.6
Information exchange policies and procedures 24 6 14 6 20 383
Exchange agreements 21 8 N/A N/A 20.7
Physical media in transit 4 5 N/A  N/A 86.7
Electronic commerce 6 3 3 4 2 6 60.0
Security of information system 14 9 12 12 5 14 74.3
Monitoring 34 12 16 18 25 16 51.2
Audit logging 6 5 6 6 0 4 70.0
Monitoring system use 7 2 2 2 7 5 51.4
Protection of log information 6 0 1 5 3 0 30.0
Administrator and operator logs 8 0 3 0 8 0 27.5
Fault logging 4 2 2 2 4 4 70.0
Clock synchronization 3 3 2 3 3 3 93.3

dling protection against malicious and mobile codes were  system which contains very important information was not
insufficient. In operational procedures and responsibility,  controlled. There was a lack of awareness on security vul-
the network security management of medical information  nerability about mobile codes such as Active-X and media
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Table 8. Access control

Analysis of ISMS

Control Score A B C D E Average (%)
Access control 175 87 125 153 117 118 68.6
Business requirement for access control 19 11 13 14 11 13 65.3
Access control policy 19 11 13 14 11 13 65.3
User access management 44 27 23 34 30 29 65.0
User registration 14 11 14 10 10 11 80.0
Privilege management 9 5 0 9 8 7 64.4
User password management 11 7 2 50.9
Review of user access rights 10 6 0 8 10 6 60.0
User responsibilities 30 10 19 24 11 14 52.0
Password use 17 10 13 12 8 58.8
Unattended user equipment 6 0 4 1 43.3
Clear desk and clear screen policy 7 0 4 5 429
Network access control 27 5 21 19 18 24 64.4
Policy on use of network services 6 5 6 6 6 6 96.7
User authentication for external connections 6 0 4 2 N/A 6 40.0
Equipment identification in networks 2 0 2 1 1 2 60.0
Remote diagnostic and configuration port protection 1 0 1 1 1 60.0
Segregation in networks 2 0 2 2 2 1 70.0
Network connection control 8 0 4 6 6 6 55.0
Network routing control 2 0 2 2 2 2 80.0
Operating system access control 42 31 24 38 39 26 75.2
Secure log-on procedures 11 4 5 13 12 8 76.4
User identification and authentication 3 2 3 3 3 93.3
Password management system 15 12 15 11 12 11 81.3
Use of system utilities 8 12 0 9 11 3 87.5
Session time-out 2 0 2 1 1 60.0
Limitation of connection time 3 0 0 0 0 0 0.0
Application and information access control 11 3 7 11 8 10 70.9
Information access restriction 3 5 9 8 8 73.3
Sensitive system isolation 2 0 2 2 0 2 60.0
Mobile computing and teleworking 23 0 18 13 0 2 47.0
Mobile computing and communications 2 0 0 1 0 2 30.0
Teleworking 21 N/A 18 12 N/A  N/A 71.5

handling. Especially the management of removable media
was not managed properly. For monitoring, clock synchroni-
zation was managed well, but the level of administrator and
operator logs and protection of log information was low.

7. Access Control

To avoid control unauthorized access and control access au-
thority to information, access control should be equipped.

Vol. 16 ® No.2 e June 2010

The average percentage of scores for access control, control
for mobile computing, teleworking and user responsibilities
were 68.6%, 47.0%, and 52.0% respectively which was not
at a sufficient level compared to other the controls category
(Table 8). Access control should be set up with identifying
information and risks about business programs and analyz-
ing security requirements. However the hospitals did not
prepare the regulations and guidelines for these things. Med-
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Table 9. Information systems acquisition, development and maintenance

Control Score A B C D E  Average (%)
Information systems acquisition, development and maintenance 158 78 133 122 79 108 65.8
Security requirements of information systems 3 3 2 3 0 0 53.3
Security requirements analysis and specification 3 3 2 3 0 0 53.3
Correct processing in applications 31 25 31 27 6 30 76.8
Input data validation 7 6 7 4 2 6 71.4
Control of internal processing 10 9 10 10 4 10 86.0
Message integrity 3 0 3 3 0 3 60.0
Output data validation 11 10 11 10 NA 11 76.4
Cryptographic controls 21 0 13 15 14 10 49.5
Policy on the use of cryptographic controls 6 0 0 5 2 4 36.7
Network encryption 4 2 0 1 15.0
Key management 11 0 11 10 11 6 69.1
Security of system files 34 14 26 22 8 29 58.2
Control of operational software 13 10 13 11 6 11 78.5
Protection of system test data 8 2 5 N/A 8 37.5
Access control to program source code 13 4 11 6 2 10 50.8
Security in development and support processes 53 34 48 40 37 39 74.7
Change control procedures 19 13 19 16 16 19 87.4
Technical review of applications after operating system changes 7 7 7 1 7 0 62.9
Restrictions on changes to software packages 7 2 7 5 7 0 60.0
Information leakage 8 0 5 7 7 8 67.5
Outsourced software development 12 12 10 11 N/A 12 75.0
Technical vulnerability management 16 2 13 15 14 55.0
Control of technical vulnerabilities 16 2 13 15 14 0 55.0
Table 10. Information security incident management
Control Score A B C D E Average (%)
Information security incident management 36 8 21 17 8 8 34.4
Establishment of security incident action system 13 0 10 8 0 0 27.7
Establishment action plan and system 13 0 10 8 0 0 27.7
Security incident action and follow-up 23 8 11 9 8 8 38.3
Reporting information security events 8 4 7 4 4 4 57.5
Reporting security weaknesses 4 4 0 3 4 4 75.0
Collection of evidence and recovery 6 0 1 2 0 0 10.0
Follow-up security events 5 0 3 0 0 0 12.0

ical information system including important personal health
information should be separated from the internet, but some
hospital did not separate personal medical records from
networks either physically or logically. In matters of mobile
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computing and teleworking, there were many demands for
telemedicine, but it was not allowed because of security even

now.
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Table 11. Business continuity management

Analysis of ISMS

Control Score A B C D E Average (%)
Business continuity management 26 5 21 23 5 5 45.4
Information security aspects of business continuity management 26 5 21 23 5 5 45.4
Including information security in the business continuity management process 10 4 9 9 4 4 60.0
Business continuity and risk assessment 3 1 2 2 1 1 46.7
Developing and implementing continuity plans including information security 4 0 2 4 0 0 30.0
Business continuity planning framework 4 0 3 3 0 0 30.0
Testing, maintaining and reassessing business continuity plans 5 0 5 5 0 0 40.0
Table 12. Compliance
Control Score A B C D E Average (%)
Compliance 56 36 44 44 36 36 70.0
Compliance with legal requirements 38 27 33 31 27 27 76.3
Identification of applicable legislation 3 3 3 2 3 3 93.3
Intellectual property rights 15 6 11 10 6 6 52.0
Protection of organizational records 7 6 7 7 6 6 914
Data protection and privacy of personal information 9 9 9 9 9 9 100.0
Prevention of misuse of information processing facilities 4 3 3 3 3 3 75.0
Regulation of cryptographic controls 2 2 2 2 2 80.0
Compliance with security policies and standards, and technical compliance 7 3 4 7 3 3 57.1
Compliance with security policies and standards 4 3 4 4 3 3 85.0
Technical compliance checking 3 o o0 3 o0 0 20.0
Information systems audit considerations 11 6 7 6 6 6 56.4
Information systems audit plan 7 3 5 3 3 3 48.6
Information systems audit result and follow-up 4 3 2 3 3 3 70.0

8. Information Systems Acquisition, Development and
Maintenance

Security is the integral part of information system, so secu-
rity requirements should be verified each step like informa-
tion system acquisition, development and maintenance. As
shown in Table 9, the average percentage of scores for infor-
mation systems acquisition, development and maintenance,
control for cryptographic controls, and security require-
ments of information systems were 65.8%, 49.5%, and 53.3%
respectively. Technical vulnerability management percentage
was 55.0%. Only 2 hospitals reviewed security requirements
in case of information systems acquisition and development.
Network encryption was not applicable. Test data containing
patient's personal health information were used for infor-
mation systems acquisition, development and change, and it
was not reviewed appropriately.

Vol. 16 ® No.2 e June 2010

9. Information Security Incident Management
Management of information security is need for manag-
ing information security event and problems related to
information system. The average percentage of scores for
information security incident management, control for Es-
tablishment of security incident action system, security in-
cident action and follow-ups were 34.4%, 27.7%, and 38.3%
respectively. For the cases of information security incident,
organization systems or procedures, no actions were set up.
Reporting security weaknesses was implemented in 4 hospi-
tals, the collection of evidence and recovery and follow-up
security events were at a very low level (10 to 12%) as shown
in Table 10.

10. Business Continuity Management
To protect interruptions to business activities, hospitals

should manage business continuity. The average percentage
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of scores for business continuity management was 45.4%.
Some hospitals had disastrous recovery systems, but devel-
oping and implementing continuity plans including infor-
mation security, Business continuity planning framework
and Testing, maintaining and reassessing business continu-
ity plans were not established properly to face the disasters

(Table 11).

11. Compliance

For compliance, hospital should review the exited law and
regulation on information security. The average percentage
of scores for compliance, control for compliance with legal
requirements, compliance with security policies and stan-
dards, and technical compliance, and Information systems
audit considerations were 70.0%, 76.3%, 57.1% and 56.4%
respectively as shown in Table 12. The compliance with legal
requirements, sub-control identification of applicable legisla-
tions, protection of organizational records, data protection
and privacy of personal information were at moderate levels,
but intellectual property rights (IPR) especially, IPR man-
agement of software was inadequate. Compliance with secu-
rity policies and standards should be reviewed regularly, but
regulations or guidelines for checking technical compliance
did not exist. Information systems audit results and follow-
ups were implemented, but the information systems audit
plan was at a low level.

IV. Discussion

The aim of the study is to analyze the ISMS in 5 hospitals
which contain more than 500 beds and to find out the level
of personal health information security in compliance with
international standards on information security such as ISO/
IEC 27001; 17799, JIS Q 15001 in Japan and ISMS presented
by Korean Internet & Security Agency in Korea. Also, the
purpose is to recommend the standards on information
security and security countermeasures which are fit for in-
ternational standards and the needs of hospitals concerning
information security, management, physical aspects, and
technical aspects.

As analyzed, the conditions of the ISMS in 5 hospitals in
Korea showed that the level of the ISMS in hospitals were
rather low compared to the financial, manufacturing, and
public institutions [8]. The lowest standards were found
in the clauses of information asset management, informa-
tion security incident management and continuity controls
among the 11 clauses suggested by the ISMS. To establish
security countermeasures, the following are required.

In terms of management, hospitals should review existing
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policies and be equiped with detailed policy documents in-
cluding statements, regulations, guidance etc. in accordance
with internal and external changes [9,10]. Also, it is required
to organize an information security team with clear roles
and responsibilities for security of information. Employ-
ment contract documents for new employees should contain
the responsibilities of information protection, and hospitals
should set up procedures for termination or changes of
employment. As well as ensure education and evaluation
schedules to train all staff. With the increase of outsourcing
for business efficiency and cost-effectiveness in hospitals,
security requirements should be suggested in third party
agreements. For compliance, restrictions on IPR are rein-
forced strictly. Considering secure auditing, a new check list
is required for internal and external security auditing.

In the physical and environmental aspects, secure areas
should be defined and specified, and physical entry controls
for the security of information assets are required. The dis-
posal and re-use of equipment, removal of property, and
security of equipment off-premises should be prescribed as
well.

In technical aspects, new security vulnerability could be
detected continuously through the development of informa-
tion technology. So, hospitals should build up counter-plans
at the starting point of medical information systems. Coun-
termeasures for secure medical information systems should
be established in accordance to information technology
trends such as mobile codes. The leakage of personal infor-
mation not only happens on-line through networks, but also
through removable media including USB, CD-ROM, and
magnetic tapes. Especially with the increase of the USB, a se-
curity measures for USB is desperately needed. For the future
on-line exchange of medical information between hospitals,
security policies and procedures for exchange of informa-
tion should be set up immediately. Forgery, alternation and
access of unauthorized staffs to log data on medical informa-
tion systems should be protected at a reasonable cost. User
password management is most important for maintaining ef-
fective access control and to ensure the security of the infor-
mation systems. To avoid unauthorized access, a clear desk
and screen or log-out should be implemented when staffs
leave their office or computers. In cases of information sys-
tem acquisition and development, it is considered a business
requirement statement which describes in detail concerning
information protection. Generally, it requires a lot of extra
costs and effort to reflect security requirements when operat-
ing the system more than 60 times. With increasing hacking
of technology, the scope and level of technical vulnerability
needs to be determined and reviewed regularly. Though
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there are no compulsive regulations for disaster recovery
systems in hospitals for security incident actions and busi-
ness continuity, a security incident action system is required.
Also it is important to follow-up security incidents as well as
to prevent them. Disaster recovery systems cost very much,
therefore a proper measurement is studied with in its scale.
It could be a big burden to hospitals in terms of cost and
manpower for the improvement of insufficient clauses for
information security to be verified. However it is necessary
to establish the ISMS in hospitals in order to give trust to
patients ensuring their privacy and to use medical records
for various purposes in safety. The most important thing is
the will to practice ISMS and try to meet the international
standards for information security with long-term and com-
prehensive perspectives and review them regularly. Hospitals
can approach information security from feasible security re-
quirements such as policy and regulation making or supple-
mentation of security faults. Also, it is necessary to reflect
on the requirements of varied interests such as medical staft,
medical consumers and other institutions for information
security.

This study has limitations in that it analyzed ISMS for only
5 hospitals, so it could not represent the level of information
security for all hospitals. However it is the first attempt to
analyze the ISMS of the whole hospital including policies, or-
ganization, manpower, facilities and the information system.
In addition, it suggests that the information security coun-
termeasures based on international standards with reflecting
the characteristics of hospitals. Suggested information secu-
rity countermeasures could contribute to an improvement of
information security in hospitals and may establish political
support by setting up regulations and expenditure on ISMS
in hospitals.
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